MANAGED SECURITY SERVICES

Security Information and
Event Management (SIEM)
and 24/7 Log Monitoring

Information Security Awareness

Myriad regulations require an active
auditing and monitoring program.
HIPAA/HITECH, PCI DSS, Sarbanes-
Oxley (SOX), FTC Red Flags Rule

and other various federal and state
regulations are just some of the
compliance drivers affecting healthcare
organizations. Security information

event management (SIEM) solutions
provide organizations the ability to meet
information system and user activity
review requirements. Diebold's solution
harnesses the mass amounts of event
data created throughout the enterprise,
providing analysis and correlation to turn
information into actionable intelligence.

Collect, Correlate and Report

By collecting, correlating and reporting
security events from firewalls, IDS/IPS
(intrusion detection system/intrusion
protection system) devices, servers and
other data sources across the network,
Diebold's SIEM mitigates risk, protects
valuable assets and assists healthcare
entities by shifting the burden of
implementing and managing the solution
to a trusted partner. The solution
provides around-the-clock monitoring

by certified security analysts, establishes
well-defined management processes and
brings our extensive knowledge of the
current threat environment.
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Better and Faster

Healthcare organizations have a business priority to more
accurately and rapidly analyze event information. Making
better, faster decisions for your organization requires
obtaining better information faster. Healthcare organizations
can benefit from a SIEM to collect information from diverse
sources to include database transactions and the content of
applications. Correlating data with information that provides
additional context allows the SIEM to utilize more advanced
analytics, providing more accurate information at a faster
rate.

Diebold’s SIEM solution is a comprehensive 24x7x365
remote monitoring and management tool that reviews in
real-time the current security status, analyzes trends and
will alert you immediately if you have a data breach on your
network -- malicious or accidental, from an external threat or
an insider.

ADVANTAGES

Correlate — Creates a unified
vision of the activity from across
the enterprise

Protect - Provides 360 day
detection and protection against
both internal and external threats

Detect — Offers real-time
incident notification through
the evaluation of events and
associated risk

INFORMATION AND EVENT MONITORING(SIEM)
AND 24/7 LOG MONITORING

Respond - Analyze incidents
against hundreds of rules

to respond quickly to

data breaches

Investigate - Obtains the
security intelligence you need
through log data retention and
complex reporting capabilities

Diebold Healthcare Solutions

Contact Information:

Information Security and
Compliance Solutions

Patient Self- Service Solutions
Physical and Electronic
Security Systems
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3800 Tabs Drive
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